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Purpose -The purpose of this internal policy is to define the process for reporting a Confidential Information 

Breach, for the Office of Policy & Management's ("OPM") employees, fellows, interns, consultants, and partners, 

and to identify roles and responsibilities for responding to a report of a breach, and to establish feedback 

mechanisms to enable investigation and remediation. This policy applies to all OPM employees, fellows, interns, 

consultants, and partners whose duties involve the handling of private, confidential, sensitive, protected, or 

restricted data (i.e., electronic or paper) as identified by OPM in the inventory of Confidential or Restricted 

Information (see Attachment A), updated annually. 

OPM's intentions for publishing this Data Breach Policy are to raise awareness, focus significant attention on data 

security and privacy, and communicate clearly the steps to be taken when an incident occurs. OPM is committed to 

protecting its role as a data steward and, as such, requires all employees, fellows, interns, consultants, and partners 

to become familiar with the policy and take the necessary steps to comply. 

Scope -This policy applies to any OPM individuals, fellows, interns, consultants, and partners who collect, access, or 

possess Confidential or Restricted Information. Any agreements with vendors, partners, consultants, intermediaries 

shall contain language clearly pointing to this policy. 

Process for Reporting an Incident-This policy mandates that any individual who suspects that a theft, loss, breach, 

or exposure of Confidential or Restricted Information has occurred must immediately (i.e., 24 hours or less) contact 

OPM.lncidents@ct.gov and provide a detailed description of what occurred, data believed to have been 

compromised, and contact information for follow-up. This information will be used by the OPM Incident Response 

Team to begin its investigation and notify the appropriate agencies/authorities based on the scope of the data in 

question and severity of the breach. The OPM Incident Response Team, depending on the nature of the data 

breach, shall reach out to the Department of Administrative Services ("DAS") Bureau of Information Technology 

Services ("BITS") Helpdesk to notify the DAS BITS Security Team and any other parties to assist in the investigation, 

terminate unauthorized access, and notify appropriate state and federal partners, if necessary. Attachment B 

provides a process flowchart individuals can use to comply with this policy and Attachment C provides a list of 

contacts that need to be notified if an event occurs. 

Roles and Responsibilities 

• OPM Employees, interns, fellows, consultants and partners -Review policy and subsequent revision when 

published. Participate in an orientation session and ask questions. Protect data you have access to, 

whether in paper or electronic form. Immediately report an incident by providing as much information and 

as quickly as possible. Be available to provide additional information and answer questions as incidents are 

escalated for review and investigation.

• OPM Incident Response Leader -Actively monitor OPM. lncidents@ct.gov and review incidents as quickly 

as possible. Perform initial review to confirm incident and notify the OPM Incident Response Team, which 

will automatically receive a copy of the OPM. lncident@ct.gov electronic communication detailing the 

incident once submitted. If necessary, escalate and engage appropriate agencies/partners to identify, 

contain, and terminate unauthorized access. Prepare a post-incident activity report summarizing the 

incident from start to conclusion.

• OPM Incident Response Team -Support the OPM Incident Response Leader in carrying out the procedures 

to respond to the data breach incident. Support efforts to raise awareness and lead by example. Engage
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